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I/I}[(I)OpMaIII/IOHHaH maMsTKaA VIl HECOBEPIICHHOJIETHHUX 110 BOITPOCaM

KkuoepoesonacHocTu B cet «MHTEpHED)

KoMnblOTEpHBLIE BUPYCHI

KomnbroTepHblil BUpPYC - 3TO PAa3HOBUAHOCTb KOMIIBIOTEPHBIX IMPOTPaMM, OTIMYUTEIBHON
O0COOEHHOCTBIO KOTOPOW SIBISIETCSI CHOCOOHOCTh K pa3MHOXKEHMIO (KONMMpPOBaHHIO). B pomosHeHue K
9TOMY, BUPYCBI MOT'YT NMOBPCAUTH UJIU MMOJTHOCTHIO YHUYTOXKUTH BCC (1)aI>'IJII>I 1 JAaHHBIC, ITOJAKOHTPOJILHBIC
MI0JIb30BATENI0, OT UIMEHU KOTOPOro OblIa 3aIlyllieHa 3apakEHHas MporpaMMa, a TakKe MOBPEIUTb WU
Ja)kKe YHUUYTOXKUTh OINEPALMOHHYIO CHUCTEMY cO BceMH (aiimamu B 1esioM. B OomibIIMHCTBE cilydaes
PacIpoCTpaHsIOTCA BUPYCHl UEPE3 UHTEPHET.

MeTo/bI 3aIIUTHI OT BPEJIOHOCHBIX NPOrPaMM:

1. Hcnonb3yii COBpEMEHHBIE ONEPALMOHHBIE CHUCTEMBI, HMMEIOLINE CEPhE3IHBIN YPOBEHB
3alUThl OT BPEAOHOCHBIX IIPOTPAMM,;

2. [MoctosiHHO ycTaHaBnmuBaii mnatuu (IUGPOBBIE 3aIUIaTKH, KOTOPBIE ABTOMATHYECKU
YCTaHABIMBAIOTCA C IENbI0 JOPa0OTKH MpPOTpaMMbl) U JApyrue OOHOBIICHHS CBOEH OIeparmoHHON
cucteMbl. CkaunBail UX TOJIBKO ¢ odunmanbHOro caira paszpadborunka OC. Ecnu cymecTByeT pexum
aBTOMATUYECKOT0 OOHOBJIEHUS, BKIIOUH €T0;

3. Paboraif Ha cBoeM KOMITbIOTEpE MO MIPaBaMu MOJIb30BATENsA, a HE aAMHUHHUCTpATOpa. JTO
HE TMO3BOJIUT OOJNBIIMHCTBY BPEAOHOCHBIX MPOTpaMM HWHCTAJUIMPOBATHCS HA TBOEM IEPCOHAIBLHOM
KOMIIBIOTEPE;

4, Hcnonb3ylt aHTUBHpYCHBIE TNPOTrpaMMHBIE TNPOIYKThl H3BECTHBIX IPOU3BOAMTENCH, C
aBTOMATHYECKUM OOHOBIIEHUEM 0a3;

5. Orpanunub pU3NIECKHUIl TOCTYN K KOMIBIOTEPY AJISi TOCTOPOHHUX JIHII,

6. Hcnonw3yii BHENTHUE HOCUTENW HMH(OpManuM, Takue Kak (iemnrka, AUCK win ¢aiia u3
WHuTepHeTa, TONBKO U3 MPOBEPEHHBIX UCTOYHUKOB;

7. He otkpeiBaii KOMIBIOTEpHBIE (Daiiibl, TOTYUCHHBIE U3 HEHAJEKHBIX UCTOUYHUKOB. Jlaxe

Te (paiibl, KOTOpBIE MPUCIHIAi TBOM 3HaKOMBIN. JIyullle yTouHH y HEro, OTHPAaBJIsUI JIU OH TeOe HX.

Cern WI-FI

C nomouipto WI-Fi MOXXHO mony4uTh OECIUIATHBI WHTEPHET-IOCTYI B OOLICCTBEHHBIX MECTaXx:
Kade, OTemNsAX, TOProBbIX HEHTPAX U a’pornopTax. Tak ke SBISeTCS OTIUYHON BO3MOXKHOCTBIO BBIXOJA B
Hutepuer. Ho MHOTHE 3KCIIEPTHI CUMTAIOT, 4TO o0menoctynabsie WiFi cetn He sSBISIOTCS O€30TIaCHBIMHU.

CogeTbl 10 6€30MACHOCTH PA00THI B 001Ie10CTYNHBIX ceTsix Wi-fi

1. He nepenasaii cBoro nmuuHyto uHdopmanuio yepes obmenocrymnusie Wi-Fi cetn. Paborast B
HUX, J)KEJIaTeIbHO HEe BBOJIUTH MMAPOJIH JOCTYIIA, JOTHHBI U KaKUe-TO HOMEpa,;

2. Hcnonws3yit 1 OOHOBJISII aHTUBHPYCHBIE NMPOTpaMMBI M OpaHaMaydp. TeM cambIM ThI
obe3omacuib ce0s OT 3aKa4Ku BUPYyca Ha TBOE YCTPOUCTBO;

3. IIpu wucnonszoBanuu Wi-Fi ortkmoun ¢ynkuuio «OOmmii noctyn Kk Qaiinam u
npuHTepam». JlanHas QyHKIMS 3aKpbhITa 10 YMOJYaHUIO, OJTHAKO HEKOTOPBIE MOJIh30BATEIH AKTUBUPYIOT

e€ g yao0CcTBa UCIIOIB30BaHUs B paboTe min yueoe;
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4, He ucnonw3yii myommunbiit WI-FI ny1s mepenaun TUYHBIX JaHHBIX, HATPUMEP, JJIS BBIXOa
B COIIMAJIbHBIE CETH WU B AJICKTPOHHYIO MOYTY;

S. Hcnons3yii Tonpko 3amuiiennoe coeaunenue uepe3 HTTPS, a ue HTTP, T.e. nmpu HabGope
BeO-azipeca BBOU UMEHHO «https://»;

6. B Mo6unpHOM Tenedone otkmoun GyHkuuio «lloakmouenne k Wi-Fi aBTromaTudaeckmn.

He nomyckait aBToMaTn4eckoro moAKIIOYeHHs ycTpoicTBa K ceTsim Wi-Fi 6e3 TBoero cornacusi.

CoumnajbHble CeTH

CoupnanpHass ceTb - 3TO CaWT, KOTOPBIA IMPEJOCTABISET BO3MOXKHOCThH JIOJSAM OCYIIECTBIISTh
oOmenrne mMexay coOoit B mHTepHeTe. Yamie Bcero B HUX ISl KaXXIOTO YEIOBEKA BBIIEISETCS CBOS
JUYHAs CTpaHWYKa, Ha KOTOPOW OH yKasbiBaeT o ceOe pasnuyHyro WH(GOpMaIWI0, HAaYWHAsS OT UMEHH,
dbaMunuu W 3aKaH4yuBas JWYHBIMU ¢oTorpadusMu. MHOTHE TONB30BATENM HE TMOHUMAIOT, YTO
nH(popMalys, pa3MelleHHas UMU B COIMAIBHBIX CETSIX, MOXET OBbITh HaliJleHa U HCIOJIb30BaHa KEM

YIroaHo, B TOM 4YHCJIC HE 00s13aTeNIbHO ¢ 0JaruMu HaMCPCHUSAMMU.

OCHOBHBIE COBETHI IO 0€30MACHOCTH B COIHAJILHBIX CETHAX:

1. OrpaHnub CIUCOK JIpy3ei. Y TeOs B IPY3bsAX HE JODKHO OBITh CIyYalHBIX U HE3HAKOMBIX
JIIOJICH;

2. 3amumail cBo0 YacTHYIO kM3Hb. He ykasbIBail maponu, TenedoHsl, ajpeca, 1aTy TBOETO
POXAECHUS W JpYIyl JHYHYI0O HMHQOpMaLuio. 3I0yMBIIUIEHHUKH MOTYT HCHOJb30BaTh JaXe
WH(POPMAIIHIO O TOM, KaK Thl M TBOM POJUTEIH IUTAHUPYETE MTPOBECTH KaHUKYJIBI,

3. 3amuinaii CBO0 PemyTaIuio - ISPk ee B YUCTOTE U 3a7aBail cede BOIpOC: XOTeN ObI THI,
4yTOOBl JApYyrue TOJb30BATENM BHJENU, 4YTO Thl 3arpyxaemnb? I[logymail, mnpexiae dYeM 4YTO-TO
OITyOJIMKOBATh, HAIIUCATh U 3arPy3UTh;

4. Ecnu TeI TOBOPHIIE C JIFOJIBMH, KOTOPBIX HE 3HACIIb, HE UCTIOIB3YH CBOE pealbHOE UMS H
JPYTYIO TUYHYIO HH(OPMAIMH: UMSI, MECTO )KUTEJIbCTBA, MECTO Y4ueObl U Ipouee;

5. N30berait pasmemenus ¢ororpaduit B uTepHETE, T/Ie THI M300pa)KEH HA MECTHOCTH, T10
KOTOPOH MOXKHO OIPEEIUTh TBOE MECTOIOJIOKEHHE;

6. [Ipu peructpanmu B CONMAIBHON CETH HEOOXOTUMO HCIIOIB30BaTh CIIOKHBIC MapOIIH,
cocroAmIre u3 OykB U IU(pP U ¢ KOTUIESCTBOM 3HAKOB HE MEHee §;

7. Jlns couuanbHOM ceTu, MOYTHI M APYTUX CaWTOB HEOOXOAMMO HCIIOJIb30BaTh pPa3HbIE
naposin. Torzaa eciau Te0s B3710MalOT, TO 3JI0YMBIIUIEHHUKH MOJIy4YaT AOCTYI TOJBKO K OJHOMY MECTY, a

HE BO BCE cpasy.

JIEeKTPOHHBbIE TeHLI'H

DONEeKTPOHHBIE JEHBIM — 3TO OYEHb YJIOOHBIM CHOCO0 TUIATEKEH, OJIHAKO CYIIECTBYIOT
MOIIICHHUKH, KOTOpI)IG XOTAT HOJ'Iqu/ITI) O9TU OCHBI'U.
3JI€KTpOHHLIe JCHBI'M TIIOABUIINCH COBCEM HCIABHO W HWMCECHHO H3-3a 3TOI'O BO MHOI'UX

rocyaapCTBax A0 CHUX IIOP HE NPOIHCAHO IIPO HUX B 3aKOHAX.
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B Poccun xe oHM (DyHKIMOHHMPYIOT U O HHX YK€ MPOIMHUCAHO B 3aKOHE, IJIE UX Pa3AeisAioT Ha
HECKOJIBKO BUJIOB - aHOHUMHBIC U HE aHOHUMHBIC. Pa3HHIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPHIX
paspemiaeTcss TPOBOAWTH oOmepanuud 0e3 WACHTU(DUKAIMK T[ONbh30BaTeNss, a B HE AaHOHUMHBIX
UIACHTU()HUKAIIUY TTOIH30BaTENs SABISETCS 0053aTeIbHOM.

Takxe creyer pa3nuyaTh dJIEKTPOHHbIE (PMATHBIE I€HBIH (PaBHBI TOCYAApCTBEHHBIM BAJIIOTaM) U

ANEKTPOHHbIE HE(UATHBIE IEHBIU (HE PAaBHBI TOCYIaPCTBEHHBIM BAIIOTAM).

OCHOBHBIE COBETHI IO 0€30IACHON PadoTe C IJIEKTPOHHBIMY T€HLIAMU:

1. [IpuBsoku Kk cuery MOOWIBHBIN TenedoH. DTO camblii yAOOHBIM W OBICTPBINA CHOCOO
BOCCTAHOBUTH JOCTYI K cuery. [IpuBsizanHbIil TenedoH MOMOXKET, eciy 3a0yaellb CBOM IJIATEHKHBIM
[1apoJIb UJIU 3alJIelIb HA CAalUT C HE3HAKOMOI'0 YCTPOMCTBA;

2. Hcnone3yii ogHopaszoBbie maponu. [lociae mepexona Ha yCHIEGHHYIO aBTOpH3alvio TebOe
y>Ke He OyZeT yrposkaTh OMAaCHOCTh Kpa)Ku WM MiepexBaTa IJIaTeKHOTO MapoJis;

3. Bribepu cnoxHbIit mapois. [IpecTtymHukam OyAeT He MPOCTO yraaaTh CIOXKHBIA Mapoib.
HanexHble mapoiau — 3TO Mapoiu, KOTOPBIE COIEPKaT HE MeHee § 3HAKOB U BKJIIOYAIOT B ce0si CTPOUYHBIE
U TpomHCHbe OYKBbL, HHU(PHI U HECKOIbKO CHUMBOIIOB, TaKhe Kak 3HAK Joiapa, (QyHTa,
BOCKJIMIIATENIbHBIN 3HaK U T.1. Hanmpumep, StROng!;;

4, He BBOJH CBOM JIMYHBIC NJAaHHBIC HA caﬁTax, KOTOPBIM HE JOBCPACIIDL.

JIEKTPOHHAA MOYTA

DNeKTpOHHAas TOoYTa — 3TO TEXHOJOTHS M MPEAOCTaBIsIEMbIE €10 YCIYyrd IO MEPECBUIKE U
MOJTYYCHHIO 3JICKTPOHHBIX COOOLICHUH, KOTOpBIE pacIpeNeNsioTcs B KOMIbIOTEpHOW ceTH. OOBIYHO
JIEKTPOHHBIN TOYTOBBIN SILIMK BBITJSIAUT CIELYIOIMM 00pa3oM: HMs_HOJIb30BATEISI(@HUMS_JIOMEHA.
Taxoxe kpome nepenadyu NPOCTOro TEKCTa, UMEETCs BO3MOXKHOCTb IepeaBaTh (haiibl.

OcHOBHBIE COBETHI 110 0€30I1ACHOH padoTe ¢ IJIeKTPOHHOM MOYTOM:;

1. Hano BbIOpaTh mpaBUIIBHBIN MOUYTOBBIM cepBuc. B MHTepHeTe ecTh OrpOMHBINA BBIOOD
OeCIUTaTHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JyYIlle T0OBEPATh TEM, KOTO 3HAEIlb U KTO MEePBbIi B peHTHHTE;

2. He ykaspBaii B nuyHOW mouTe nuuHyr0 uHGopMmanuio. Hampumep, nydiie BwIOpaTh
«My3bIKaNbHBIN _(panaT@» mim «pok2013» BMecTo «remal3»;

3. Hcnonp3yii ABYXATAITHYIO0 aBTOPU3AIUI0. DTO KOTa IOMUMO IMapoJis HY>KHO BBOJUTH KO/,
IpHUCbUIaeMbIi 0 SMS;

4, BriGepu cnoxHBId Tapoab. J[Is Kaxaoro IMOYTOBOTO SIIWKA JOJDKEH OBITh CBOM

HAJIC)KHBIM, YCTOMYMBBINA K B3JIOMY I1apOJIb;

S. Ecnu ectb BO3MOXHOCTh HamucaTbh CaMOMY CBOW JIMYHBIA BOIPOC, HUCIHOJB3YH OTY
BO3MOHOCTB;
6. Hcnonb3yih HECKOIBKO TMMOYTOBBIX SIIMKOB. IlepBbI JJisi 4YacTHOM TEPENHCKUA C

ajipecataMu, KOTOPBIM ThI JOBEPSEIIb. DTO 3JEKTPOHHBIN apec He HA/l0 UCIIOIB30BATh PU PErHCTPALUU
Ha GopyMmax u caiTax;
7. He oTkpeIBaii Qaiiibl U ApyrHe BIOKEHHS B MUCbMaXxX Ja)Ke €CJIM OHU NPHILUTH OT TBOHX

npy3eit. Jlydie yTouyHr y HUX, OTIPABIISIIN JTM OHU TeOe 3TH (aiiibl;
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8. [Tocne okoH4yaHust pabOTHI HA MTOYTOBOM CEPBHCE MEPE] 3aKPHITHEM BKJIAJIKU C CaliTOM He

3a0yp HaXKaTh Ha «BeridTi.

Knoep0oyaauHr ujiy BUPTYAJILHOE U31eBATEeILCTBO

KubepOynnuur — mpecieoBaHUE COOOIICHHUSIMH, COJEP)KAIIUMH OCKOPOJICHHSI, arpeccuio,
3aITyTrUBaHUC; XYJIUTaHCTBO, COLIMAJILHOC 6OI\/JIKOTI/Ip0BaHI/Ie C IMOMOIIBIO PA3JIMYHBIX HHTCPHCT-CCPBUCOB.

OCHOBHbBIE COBETHI IO 00PL0E ¢ KHOEPOVIJIMHIOM:

1. He 6pocaiics B 60#. Jlyumuii cnoco6: mOCOBETOBAThCS KaK ceOsl BECTH U, €CIIH HET TOT0, K
KOMY MOXHO OOpaTHThCS, TO BHayaje yCIOKOMThCSA. Eciim Thl HauHemb OTBEYaTh OCKOPOJIIEHUSIMH Ha
OCKOPOJICHUS, TO TOJIBKO emle OOJIbIIe pa30kKeIb KOH(IHIKT;

2. VYnpasistii cBoel kubepperyTanuei;

3. AHOHUMHOCT, B ceTH MHHMMasg. CyliecTBYIOT CHOCOObI BBISICHUTb, KTO CTOUT 3a
QHOHHMMHBIM AKKayHTOM;

4, He crout Bectn xynuranckuii 00pa3 BUpTyaabHOH ku3HU. IHTEpHET (DUKCHUPYET BCE TBOH
JICMCTBUS M COXPAHSET UX. Y AAIUTh UX OyJeT KpaifHe 3aTpyIHUTEIbHO;

5. Benu cebs BexIUBO;

6. Urnopupyi#t enuanuHblii HeratuB. OIHOpPA30BBIE OCKOPOUTEIBHBIC COOOIIECHUS TydIle
urHopupoBaTh. OOBIUHO arpeccus MpeKpallaeTcss Ha Ha4aJlbHOM cTauu;

7. ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMH COOOIIEHHSIMH, B COLHAIBHBIX
CeTSAX €CTh BO3MOXXHOCTb OJIOKUPOBKH OTIPABKU COOOLIEHUN C OMPEAETICHHBIX a/IpeCcoB;

8. Ecrm 11 cBumerens  kuOepOyimmHra. TBoW — ACHCTBHUS:  BBICTYNHUTH  IPOTHB
IIpecieoBarTesl, MoKa3aTh €My, YTO €ro JEHCTBHS OLICHMBAIOTCS HEraTUBHO, NOJIJEPKAThb KEPTBY,
KOTOPOHM HyXHa ICUXOJIOTHYECKasi MOMOIIb, COOOLIUTH B3POCIBIM O (haKTe arpecCUBHOIO MOBEIEHUS B

CCTH.

MoOuabHblii TeaedoHn

CoBpemenHble cMapTOHBI U TUTAHIIETHI cOAepk aT B ce0e BIOJNHE B3POCTBbIA (PYHKIHOHAN, U
TeNeph OHU MOTYT KOHKYPHPOBATH CO CTAIlMOHAPHBIMU KOMITbloTepaMu. OTHAKO, CPEICTB 3aIIUTHI IS
HOI[O6HI)IX YCTpOI\/JICTB IIOKa OYCHb MaAJIo. TGCTI/IPOBaHI/Ie " IIOUCK y;IBBI/IMOCTGf/'I B HUX MPOHUCXOJUT HEC TaK
WHTEHCUBHO, Kak 11 [1K, To jxe camoe kacaeTcss 1 MOOMIIBHBIX MTPHIIOKCHU.

CoBpemeHHbIE MOOUIIBHBIE Opay3ephl yKe MPAKTHUECKU JTOTHAJIM HACTOIbHBIE aHAIOTH, OJHAKO
pacuuperue GyHKIIMOHAIA BICUET 32 COO0M OOJIBIIYIO CJI0KHOCTh U MEHBITYIO 3aIIUIIEHHOCTb.

Jlaleko He BCe MPOU3BOJIUTEIIM BBITYCKAIOT OOHOBIICHUS, 3aKPHIBAIOIINE KPUTUICCKUE
YSA3BUMOCTH JJISI CBOUX YCTPOUCTB.

OCHOBHBIE COBETHI JJ151 0€30ACHOCTH MOOHJILHOI0 TeJiedoHa:

1. Bynw octopoxeH, Beib Korja Tede mpeaiararoT 0ecrjiaTHbI KOHTEHT, B HEM MOTYT OBITh
CKPBITHI KaKHe-TO TUTATHBIC YCITYTH,

2. Hymaii, npexzae yem oTnpaBuTb SMS, ¢oto uinu Buaeo. Thl TOUHO 3HACIIb, TJI€ OHU OyAyT
B KOHEYHOM HTOre?

3. Heo6xoaumMo 0GHOBIATE OMEpallMOHHYI0 CUCTEMY TBOETO cMapTdoHa;
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4, Hcnons3yit aHTUBUPYCHBIC TPOTPAMMBI JIJII MOOMJIBHBIX TEJIE(OHOB;

5. He 3arpyxail mpuiokeHuss OT HEM3BECTHOIO HMCTOYHHMKA, BEAb OHU MOTYT COAEPKATh
BPEIOHOCHOE MPOTrPaMMHOE 00ECTICYCHHUE;

6. ITocne Toro kak ThI BBIHJACHIb C CaiTa, TI¢ BBOAWJ JIMYHYIO HH(OpMAIuio, 3aiiau B

HacCTpOWKHU Opay3epa u yaanu cookies;

7. [Teproauaecku MpoBepsiii KaKkue IIaTHBIC YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEPE,

8. JlaBaii cBOil HOMEp MOOMJIBHOTO Teie(oHa TONBKO JIOASM, KOTOPHIX Thl 3HACHIb U KOMY
JIOBEpSICIIIb;

9. Bluetooth gomxen ObITH BBIKIIFOUEH, KOT/Ia Thl UM HE TMOb3yembes. He 3a0biBaii nHOT 1A

MIPOBEPSATH 3TO.

OUIIMHT WM KPaXKa JUYHBIX JAHHbIX

I'maBHast wuenb @umuuHr - BuAa VHTepHET-MOLIEHHNYECTBA, COCTOMT B  IOJIY4YEHUHU
KOH(HUICHIINATBHBIX JaHHBIX TOJbh30BaTENe — JIOTHHOB M mapoiieil. Ha anrmmiickom sizbike phishing
yuraeTcs kak GummHr (o1 fishing — peiOHas noBis, password — mapoJis).

OCHOBHbIE COBETHI 10 00pLOE ¢ GUIMHIOM:

1. Cnenm 3a cBOMM akkayHTOM. Eciii ThI mojj03peBaeliib, 4To TBOSI aHKeTa ObLIa B3JIOMaHa, TO
HE00X0IUMO 3a0JIOKUPOBATH €€ M COOOIIUTh aJIMHHUCTPATOPaM pecypca 00 ITOM KaKk MOYKHO CKOpee;

2. Hcnonp3yii Ge3onacHble BeO-CalThl, B TOM YHWCIIE, MHTEPHET-MAarasMHOB M MOUCKOBBIX
CHCTEM;

3. Wcnonp3yii crnoxkHble W pasHble maposu. Takum oOpa3om, eciau TeOs B3JIOMAlOT, TO
37I0YMBIIIICHHUKH TIOTyYaT JOCTYII TOJIBKO K OJJHOMY TBOEMY NMPO(UITIO B CETH, a HE KO BCEM;

4. Ecnu tebs B3moManu, To HEOOXOIUMO MPEAYNPETUTh BCEX CBOUX 3HAKOMBIX, KOTOPBIC
n00aBiIeHBl y TeOSI B APY3bsiX, O TOM, YTO TeOs B3JIIOMaad M, BO3MOXHO, OT TBOEro HMMEHH OyaeT

pacCblIaThCA CIIaM M CCBLJIKKU Ha q)HHII/IHFOBI)Ie CaﬁTBI;

S. YcranoBu HaaexHbIN mapoib (PIN) Ha MoOWIBbHBIHA TenedoH;
6. OTKIII0YM coOXpaHeHue naposs B Opaysepe;
7. He oTkpsiBail ¢aiiinel 1 ApyrHe BIOKEHHUS B MHCbMaxX AK€ €CJIM OHH MPHIUIN OT TBOWX

npy3seid. Jlydie yTo9H! y HUX, OTIPABIISUTH JTH OHU TeOe 3TH (DaiIbL.
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